
  

Total
Encryption



  

Encryption?



  

Encryption?
Cryptography



  

single files



  

RAR



  

ZIP



  

Windows file 
encryption



  

holes



  

easy to crack



  

easy to crack
(in the past)



  

why?



  

encryption
not core feature



  

touchstone?



  

household name?



  

PGP



  

Pretty Good 
Privacy



  



  

Phil Zimmermann
1991



  

mail



  

Encryption/
Decryption



  

Signing/
Verification



  

proof of 
identity



  

1990’s



  

-----BEGIN PGP MESSAGE-----
Version: foo
...
iCI/OEI4PR8CwvzAy43o0Ezys1pN9K7WBcQrHoXBTyEuMFuJRPZkyZo0z4WUCehy
OJK0O2VJZiZSHPjNW6ch4Yl8YWfrMGM=
=Joo8
-----END PGP MESSAGE-----



  

         █$ pgp -d



  

2000



  

$



  



  



  



  

standardized



  

OpenPGP



  

OpenPGP
RFC 4880

http://tools.ietf.org/html/rfc4880


  

in actual use



  



  

problem



  

█$ gpg --decrypt



  

Enigmail

https://addons.mozilla.org/en-US/thunderbird/addon/71


  



  

Enigmail

https://addons.mozilla.org/en-US/thunderbird/addon/71


  

plugin

https://addons.mozilla.org/en-US/thunderbird


  



  

mail reader



  



  

Enigmail

https://addons.mozilla.org/en-US/thunderbird/addon/71


  

plugin

https://addons.mozilla.org/en-US/thunderbird


  



  

OpenPGP



  



  

http://enigmail.mozdev.org/

http://enigmail.mozdev.org/


  

mail



  

WWW?



  

HTTP



  

HTTPS



  

HTTPS



  

SSL



  

Secure Socket 
Layer



  



  

1994–1996



  

SSL



  

SSL 2.0



  

SSL 3.0



  

1999



  

standardized



  



  

TLS



  

Transport 
Layer Security



  

TLS/SSL



  

web browser



  

web server



  

HTTPS



  

404



  

Connection refused



  

problem is on server



  

HTTPS
not 

implemented



  

HTTPS
not configured



  

☹



  

server limits
your security



  

server 
operator?



  

certificate



  

certificate
authority



  

$$



  

limited choice



  



  

pre-loaded



  

web browser



  

choice 
meaningless



  



  

least 
trustworthy



  

make your own



  

cheap



  

self-signed 
certificate



  

X.509



  

X.509



  

“Someone tried to explain public‐key‐based 
authentication to aliens. Their universal 
translators were broken and they had to 

gesture a lot.”
— Peter Gutmann

Everything you Never Wanted to Know about PKI but were Forced to Find Out

http://www.cs.auckland.ac.nz/~pgut001/
http://www.cs.auckland.ac.nz/~pgut001/pubs/pkitutorial.pdf


  

X.509 Certificates?
(very briefly)

CA cert

Cert 2

Signs

Client

CA cert

copy

Server

Cert 2

CA cert

copy

copy

Internet communication

key0

key2

Cert 1

Signs

Cert 1

copy

key1

key1 key2



  

TLS could 
support 

OpenPGP keys



  

not supported 
by browsers



  

not supported 
by browsers

(yet)



  

self-signed 
certificate



  



  



  

web



  

remote file 
access



  

FTP?



  

FTP



  

SMB?
(Windows “shared folders”)



  

SMB
(Windows “shared folders”)



  

FTPS?
(FTP with TLS/SSL)



  

TLS/SSL



  

X.509



  

DO NOT WANT!



  

SFTP



  

SSH File 
Transfer 
Protocol



  

server
Linux/Unix?



  

easy!
OpenSSH



  

server
Windows?



  

FreeSSHd
http://www.freesshd.com/

http://www.freesshd.com/


  



  

(freeware,
not open source)



  

Free Software



  

copSSH
http://www.itefix.no/

http://www.itefix.no/phpws/index.php?module=pagemaster&PAGE_user_op=view_page&PAGE_id=12&MMN_position=149:149


  

OpenSSH



  



  

OpenSSH
by hand



  

OpenSSH for 
Windows

http://pigtail.net/LRP/printsrv/cygwin-sshd.html

http://pigtail.net/LRP/printsrv/cygwin-sshd.html


  

server



  

client?



  

WinSCP



  



  

Windows only



  

FileZilla



  

Windows & 
Linux



  



  

remote file 
access



  

remote desktop



  

none are
Free Software



  

Linux/Unix



  

X11 through
SSH tunnel



  

SSH server



  

SSH tunnel



  

tunnel RDP



  

tunnel VNC



  

RDP
Windows “Remote Desktop Protocol”



  



  

VNC



  

Virtual 
Network 

Computing



  

TightVNC



  

http://www.tightvnc.com/

http://www.tightvnc.com/


  

remote desktop



  

remote 
terminal



  

SSH



  

Windows



  

PuTTY



  



  

p2p
file sharing



  

BitTorrent



  

Azureus



  

Perfect Dark



  

日
本
語
!



  

ANts



  

GNUnet



  

RShare



  



  



  



  

p2p
file sharing



  

VPN
tunnels



  

must be set up 
in advance



  

both sides



  

IPsec



  

structurally 
cleaner



  

very complex



  

(see separate 
Ipsec lecture)



  

OpenVPN



  

non-standard 
protocol



  

should be 
avoided



  

security 
concerns



  

standards
interoperability



  

however



  

easy to set up



  

endorsed by 
experts



  

standards
interoperability



  

OpenVPN



  

network



  

stolen laptop



  

whole-disk 
encryption



  

TrueCrypt



  



  

non-standard



  

not in kernel



  

no other 
implementation



  

dual-platform



  

dm-crypt/LUKS



  

in kernel



  

FreeOTFE
http://www.freeotfe.org/

http://www.freeotfe.org/


  



  

can read
dm-crypt/LUKS



  

FAT/NTFS



  

boot-time
whole-disk
encryption



  

dm-crypt/LUKS



  

/boot 
unencrypted



  

/boot on
USB key



  

small gain



  

unfeasible for 
servers



  

password?



  

password in 
/boot file



  

vulnerable to 
computer 
seizure



  

password on 
USB key



  

enter password 
at boot



  

neither
works for

server hosts



  

need
unattended 
reboots



  

Mandos



  

gives 
passwords to 

hosts



  

uses TLS



  

all hosts run 
Mandos queryer



  

host key 
stored in 

/boot



  

one host runs 
Mandos 

responder



  

host down
too long?



  

host gets no 
password



  

unattended 
reboots



  

security from 
server seizure



  

some security



  



  


