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1990’s



————— BEGIN PGP MESSAGE- - -- -
Version: foo

hQIOA2US7SRB8WYFzEAT+MSrImHDOWq3HdxaPPPzj2yk50U1cOFD901HXTQROTyUv
8YGsig/y1lvUFyJVtDU/cqgGOcDVAMLXpL24Mn/j/1Q09s30eZGsEjCpuOr5TOF7E
0gH6GPej jQooFZ1dx6h0P9cpQmQpXJIqH+QhbBgZCOWC+nBLEUOXX+KOgTpNhrFd+
EGXx0rjkYOyhARd9H20McGGKhvZ1J9MMey3+tn/NSXrQ8Ulu/MG10xGngvsd/nXD1
cqcRmRLojLIwJZ8QqgocVT+321CMRZ/VrGPMo2SQHM51pDHA3/X9KTf3n9C+est]] jGclCvg9X01lkKm/B1L+UyQ
c+QTau82wg/t3V4081iPBMybrt/PIc8cqQhNQ+F919WjmrSGMpssyl+IBwV5gQxKe
5Ev6K/y3hBHI5RKKTL5j/YF/LavalHbS7+FhggLjNnX2DyBp7bvYI1TuRVobFexN9

1CI/0EI4PR8CwvzAy4300Ezys1pNI9K7WBcQrHoXBTyEUMFuJRPZkyZo0z4WUCehy
0JKO02VIZ1ZSHPjNW6ch4Y18YWT rMGM=
=Joo8
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@
EE » United States Products | Purchase | Downloads | Support | Partners | Newsroom | Company | Careers | Contact

ﬁ enter search term

PGP Encryption Solutions

"PGP encryption technology delivers a solid security platform."

—Jon Allen, Information Security Officer, Baylor University

§ Home [ Solutions [ Owerview
Solutions PGP Encryption Applications
Cverview
PGP SDK
Solution Packages

PGP Glohal Directory

Upgrades & Licensing

Feature Request Form

Standards (S/MIME, X.509, OpenPGP)
FGF Glossary S— —

Contact Us Key Management Provisioning ecurtty Policy

50 the P

Individuals & Professionals

Automated Operations

PGP Encryption Platform

Able to integrate into existing infrastructure



» Threat Center + Heed help? - Support - United States - English *

McAfee

» Small Business + Medium Business - Partners

+ Home and Home Office

Home \ Large Enterprise \ Products and Solutions ' Command Line Eneryption Rate this page &

» Total Protection MCAfEE E-BUSinESS Server Security is quick and easy with

MCZAFEE SYSTEM PROTECTION partners who help yvou find, acquire,
and install our solutions.

i E<Business Server

+ Active Virus Defense

v Active VirusScan . .
Secure sensitive corporate assets anywhere in your

Products enterprise *Find a partner

Autormnatically safequard your sensitive corporate data with » Contact a sales representative
Mecafee E-Business Server and industry-standard PGP
1Z28-bit encryption and authentication, McAfee E-Business

+ Anti-spam

v Anti-spyware

v Antivirus Server supports a variety of platforms and security certificates Useful Links
so you can exchange information safely with key business s Redister softwar
+ Data Protection partners. FaIster sottnars

rFree product trials
* Command Line Encryption

+ E-Business Serwver for

05330 'E Datasheet Resources

v E-Business Serwver Partner  White Paper: Send and store data
Edition securely over the internet

* E-Business Client Benefits and Features Description e e

Demos and Tutorials
b E-Business Server Native

AFIs For more information on McAfee

v E-Business Server E-Business Server, please contact
MchAfee at ebssales@mcafes.com

+ Host imtrusion prevention

+ Messaging and web Benefits: Features:
security s« Safeguard your valuable data # Industrial-strength encryption
» Mobile Security In storage, In tran_sﬂ:_. and du_rlng E-F&usmess Se-rue!' UsSES th-ra industry's
access, you can protect your assets strongest encryption algorithms,
+ Network Access Control from unauthorized use with robust including Triple-DES CAST, IDEA, and
PGP encryption the Twofish Cipher Algorithm
. : )
Hetwurlf L « Encrypt files quickly and easily « Embed encryption into
prevention ) ) . ) . . B
Drag and drop files for automatic applications
+ Risk and compliance encryption, compression, data Your developers can guickly and

intearitv. and authentication usina easilv embed encrvotion services into
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OpenPGP



OpenPGP
RFC 4880


http://tools.ietf.org/html/rfc4880

1n actual use



a)

=

GNuPG




problem



$ gpg --decrypt}}



Enigmail


https://addons.mozilla.org/en-US/thunderbird/addon/71




Enigmail


https://addons.mozilla.org/en-US/thunderbird/addon/71

plugin


https://addons.mozilla.org/en-US/thunderbird

mozilla

Thunderbird




mall reader



\ mozilla

Firefox




Enigmail


https://addons.mozilla.org/en-US/thunderbird/addon/71

plugin


https://addons.mozilla.org/en-US/thunderbird

& Inbox - Mozilla Thunderbird Mi=1E3
File Edit Wiew Go Message Tools Help

& 2 B X R N T e 8 © O

izek Mail Write  Address Book Reply  Reply all  Forward Prink Stop  Prewious  Mext

Folders View: | all &7 Subject Or Sender

= i Local Folders ® U Subject W Sender & Date

- |Welcame to Thunderbird! » John Jones » 2130 PM
fg nsent Messages
M Drafts
| Sent
E'T.j' Trash
J News & Blogs = Subject: Welcome to Thunderbird!
From: John Jones <john@example. com:
Date: 3:30PM
To: sue@example,com

Loretn ipsum dolor sit amet, consectetuer adipiscing elit. Curabitur cuis orct
eget fuam tristicque nonunmy. Algquam bibendum consectetuer quatn.
cuspendisse vulputate varus metus. Mulla fermentum hbero eget hibero.
Cuizgue quis metus. Duis eros nisl, bibendum sed, adipiscing m, pulnnar a,
lacus. Tt non urna. Dus sit amet arcu vel hgula tincidunt varnus, Etiam
suscipdt quatn fermentum erat. Suspendisse eget punis ac purus thoncus
posuere. sed pulvinar wvelit 1d eros. Praesent sagittiz. Lorem ipsum dolor it
armet, consectetuer adipiscing elit. Donec leo lacus, vestbulum sagittis,

h b T 1’ . il 1 T 1 : 1 ' k| n N o

Unread: 0 Takal: 1
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News - Thunderbird

File Edit View Go Message OpenPGP Tools Help

& - /Q] PHXH =0

All Folders ’ (0 | Subject
= & Local Folders GnuPG 2.0.8 released Werner Koch 20.12.2007 10:44
= Inbox
-~ LInsent
- Drafts
~F) Trash :
= OpenPGP: Good signature from Werner Koch <whki@gnupg.org=
"l] News Key ID: Ox010AS7ED [ Signed on: 20.12,2007 10:44
L) News Subject: GnuPG 2.0.8 released From: Werner Koch 20.12.2007 10:44

Hello! H

We are pleased to announce the availability of a new stable GnuPG-2
release: Version 2.0.8

This 1s GnuPG's 10th birthday celebration release.

The GNU Privacy Guard (GnuPG) 1s GNU's tool for secure communication
and data storage. It can be used to encrypt data, create digital

signatures, help authenticating using Secure Shell and to provide a
framework for public key cryptography. It includes an advanced key
management facility and i1s compliant with the OpenPGP and S/MIME [51

standards.




http://enigmail.mozdev.org/


http://enigmail.mozdev.org/
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1994-1996



SSL



SSL 2.0



SSL 3.0



1999



standardized
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TLS



Transport
Layer Security



TLS/SSL



web browser




web server

Apache

““"HTTP SERVER PROJECT




HTTPS



404



Connection refused



problem Is on server



HTTPS
not
implemented



HTTPS
not configured






server Limits
your security



server
operator?



certificate



certificate
authority
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limited choilce



Your Certificates| Other F'EEIFI|E'5| Web Sites Authorities

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device

GeoTrust Inc,
Globalsign
GlobalSign nv-sa
Government Root Certification Authority
IPS Internet publishing Services s/,
IPS Seguridad CA
MetLock Halozatbiztonsagi Kft.
MNew Dream MNetwork, LLC
Quovadis Limited
RSA Data Security, Inc, =
RSA Security Inc
=l Root CA
CA Cert Signing Authority Software Security Device
SECOM Trust.net

Software in the Public Interest, Inc.

Soners ﬂ

| o |

Wiew ‘ Edit ‘ Import ‘ Delete ‘

oK




pre- lLoaded



web browser



cholce
meaningless



Your Certificates| Other F'EEIFI|E'5| Web Sites Authorities

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device

GeoTrust Inc,
Globalsign
GlobalSign nv-sa
Government Root Certification Authority
IPS Internet publishing Services s/,
IPS Seguridad CA
MetLock Halozatbiztonsagi Kft.
MNew Dream MNetwork, LLC
Quovadis Limited
RSA Data Security, Inc, =
RSA Security Inc
=l Root CA
CA Cert Signing Authority Software Security Device
SECOM Trust.net

Software in the Public Interest, Inc.

Soners ﬂ

| o |

Wiew ‘ Edit ‘ Import ‘ Delete ‘

oK




least
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make your own



cheap



self-signed
certificate



X.509



X.509



“Someone tried to explain public-key-based
authentication to aliens. Their universal
translators were broken and they had to
gesture a lot.”

— Peter Gutmann
Everything you Never Wanted to Know about PKI but were Forced to Find Out


http://www.cs.auckland.ac.nz/~pgut001/
http://www.cs.auckland.ac.nz/~pgut001/pubs/pkitutorial.pdf

X.509 Certificates?

(very briefly)
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support
OpenPGP keys



not supported
by browsers



not supported
by browsers

(yet)



self-signed
certificate



Unable to verify the identity of cavendish fsfeurope.org as a trusted site,

Possible reasons for this error;

- Your browser does not recognize the Certificate Authority that issued the site's
certificate.

- The site's certificate is incomplete due to a server misconfiguration.
- You are connected to a site pretending to be cavendish.fsfeurope.org, possibly to
obtain your confidential information.

Please notify the site's webmaster about this problem,

Before accepting this certificate, you should examine this site's certificate carefully. Are
yvou willing to to accept this certificate for the purpose of identifying the web site

Examine Certificate...

() Accept this certificate permaneantly
(*) Accept this certificate termporarily for this session

() Do not accept this certificate and do not connect to this Web site

.......................................

Cancel 0K

.......................................




General | Detang'

Could not verify this certificate for unknown reasons.

Issued To

Common Mame (CM) cavendish fsfeurope.org
Organization (O) Free Software Foundation Europe (FSFE)
Organizational Unit (OU) <=MNot Part Of Certificate=
Serial Number 27:.C2

Issued By

Commaon Name (CN) CAcert Class 3 Root
Organization (O) CAcert Inc.
Organizational Unit (OU) http:ffwww.CAcert.org
Validity

Issued On 04,1707

Expires On 04/16/09

Fingerprints
SHAL Fingerprint
MDS Fingerprint

BE:0O5:AE:33:34:E1:99:9F48:3B:66:A1:39:A458:B4:1C:85:76:10.:72
FE:69:9C . 3F:76:E2:05AA:6A:16:83:06:9B.EC:.0D:DC

.......................................
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SMB?

(Windows “shared folders”)



2y

&

(Windows “shared folders”)



FTPS?

(FTP with TLS/SSL)



TLS/SSL



X.509



DO NOT WANT!



SFTP



SSH File
Transter
Protocol



server
Linux/Un1ix?



easy!
OpenSSH



server
Windows?



. FreeSSHd

http://www. freesshd.com/


http://www.freesshd.com/

fia freeSSHd settings r; E”gl

SFTF | Users l Host restictions ji___LDgg_ing || Orline users |

Server status | Telnet | S5H | Authentication | Encroption | Tunneling

x Telnet zerver iz not rinning.
Click here to start it

? S5H zerver iz running.
There are no uzers currently anline.

Click, here to stop it

free35Hd version 1.10 Powered by @ l.nE TA H:E |

ak. || Cancel |




(freeware,
not open source)



Free Software



CopSSH

http://www.1tefix.no/


http://www.itefix.no/phpws/index.php?module=pagemaster&PAGE_user_op=view_page&PAGE_id=12&MMN_position=149:149

OpenSSH



Adminisirator ‘_

E Manage Your

=1

= Wyindowws Cakalog
Windows Lpdate

i

,-" Windows Expl

=izt 7] Accessories » |
: : {5 k
e [T Microsaft SQL Server »
-] 2i Console ) Microsoft SQL Server - Switch  # |
FT] Skartup Lo T | 01, Ackivate a user
o iildFire: Server 7] WinRAR b [ DZ. Deactivate a user
& Internet Explorer | 03. Start a Unix BASH Shell
_i.-i"‘ Motepad %3] Outlook Express B 04. Start a Windows CMD Shell
i o Remobe Assistance s, Eéau:ime:
87 Miranda IM ]j Adrninistrative Tools (3 @ 06, Documentation on openssh.org
- £ 2 b &) 07, copSSH web site
Tﬁ] Enterprise Man: [/ Miranda IM » ] 08. DONATE!
| ! _ . DOMATE!
] Mozilla Firefox » il 09. Uninstall COPSSH

wildFire %] 10. Rebase copSSH
COPSsH 11. copsshadm documentation

@ Log (OFf @ Shuk Do

All Prograrms




OpenSSH
by hand



OpenSSH for
Windows

http://pigtail.net/LRP/printsrv/cygwin-sshd.html


http://pigtail.net/LRP/printsrv/cygwin-sshd.html

server



client?
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“3 wiki - My Server - WinSCP

File Commands Mark Session Wiew Help

Address | ) Mhomedmartinpdpublic_htmlAwikidwikil

o - BEEAR TAXE 2 b LS B2 & -

e = My Server

- % B~ [ E

Ex
- tE

= [T ¢ <roots
=-5) home
=-{5) martinp
() bin
) data
) elc
=1-{7) public_html
=05 wiki
) wiki
) =ecret

@ commandling, txk
FQ config.bxk
@ conkribukions, bxk

directory_cache, bk

S} aq_commandline. bt

@ faq_dir_defaulk, bk

@ faq_download _temp...

<

iZhanged

g4, 2007 20021021
16,3,2006 13:00:22
£3,10,2006 12:15:15
J.4.2007 1759112
£5,3, 2005 156:49
31,5.2006 14:43:29
£9,1,2007 1450026
17,12.2004 12:45:36
15,8, 2006 22125156
15,12,2005 231024

Rights
FIAE -2 -
Fid-F--F--
Fid-F--F--
Fid-F--F--
Fid-F--F--
Fid-F--F--
Fid-F--F--
Fid-F--F--
Fid-F--F--
Fid-F--F--

11 442E of 21633 B in 4 of 3

S SFTR3

4

0:07:39




Windows only



F
FileZilla



I3
Windows &

L1nuxX



z

File Edit Transfer Server Help

FileZilla e = e s

& Bemd 2o &r *

Quickconnect E]

Lommand:
Response:
Command: PASY
Response:

IYHE |

200 Switching to Binary mode,

227 Entering Passive Mode (204,152,191,5,91,119)
Command: RETR linux-2.6.22.6 tarbz2

Response: 150 Opening BINARY mode data connection for linux-2.6.22 6.tarbz2 (45109498 hytes).
Local site: [fhumef:udesquidf | w l Remote site: |fpubflinuxkerneljvz 6/
P codesquid ~ = ey
P 3 lib = ~ [ pub
3 lost+found ] = 0 linux
P 3 media v [ kernel
~ [ mnt
v @
P 3 DRIVERS n
D e Ds v o o e ——
Filename Filesize Filetype Last modified | Filename Filesize Filetype Last modified | Permissions
03 . (-] |l linux-2.6.22.5 tarbz2 45110050 Bzip2 File Wed 22 Aug ... -rw-rw-r--
£3 .armagetronad Folder Mon 08 Aug 2005 ... SN inux-2.6.22.6 tar.bzz 45109498 Bzip2 File Fri31 Aug 2... -rw-rw-r-- [
3 .audacious Folder Mon 30 Oct 2006 .., -] linux-2.6.22 tarbz2 45119878 Bzip2 File Sun08ul 2... -rw-rw-r-- 1
3 .cache Folder Thu 01 Mar 2007 ... | linux-2.6 .3 tarbz2 34271622 Bzip2 File  18/02j04 -FW-PW-T--
3 .ccache Folder Tue 22 May 2007 ... | linux-2.6.4 tarbz2 34386912 Bzip2 File  11/03/04 -FW-PW-r--
£3 .config Folder Thu 01 Mar 2007 ... [ linux-2.6 5.tarbz2 34684611 Bzip2 File  04/04/04 -PW-F-T--
3 .ddd Folder Wed 24 Aug 2005 ... | linux-2.6 6.tarbz2 34896138 Bzip2 File  10/05/04 -FW-TW-T--
£3 .distce Folder Wed 25 May 2005 ... | ||| ] linux-2.6.7.tarbz2 35082228 Bzip2 File  16/06/04 -FW-PW-F-- [
£ awunlitinn Enldar Thit 18 &1 2007 | [l _________ il | [>)
Server | Local file Directior Remote file Size Priority = Status
3 ftp.kernel.org
B /homefcodesquid/linux-: »Grarbzz  ==--  [fpubjlinuxkernelfvz Gflinux-2.6.22 .6 tarbz2 45108498 Mormal Transferring
00:00:19 elapsed ~ 00:14:12 left 983040 bytes (51.7 KB/s)
—I Queued files (1) l Failed transfers l Successful transfers I

Queue: 45 MB ae
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Free Software



Linux/Unix



X11 through
SSH tunnel



SSH server



SSH tunnel



tunnel RDP



tunnel VNC



RDP

Windows “Remote Desktop Protocol”



Entertainment b
Address Book
Calculakor
2 Command Prompk
MNokepad
Faink
Program Compatibility Wizard
Synchronize
Windows Explorer
‘WordPad

o ] System Tools

“ ﬁ Remoke Deskiop Connection
aktartup k
Use wour computer ko conneck ko a computer that is locaked
glsewhere and run programs or access files,

[nternet Explorer
Cklook, Express
Remote Assistance
Internet [

Administrakive Tools



VNC



)=

Virtual
Network
Computing



Hghi

VNC

T1ghtVNC




http://www.tightvnc.com/


http://www.tightvnc.com/

remote desktop



remote
terminal



SSH



W1indows



PullY



# bilbo.fukt.bsnet.se - PUTTY

MNMetHack, Copyright 1985-2003
Ev Stichting Mathematisch Centrum and M. Stephenson.
aee license for details.

Who are you? I
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A BitTorrent




¢

Azureus



Perfect Dark






ANts



GNUnet



RShare






NetworkDb(DHT)
Alice| (I @
Bob | & @
Dave| 5/ ©

54

Charlie

=om
<
|’
£ I

& destination

@ tunnel gateway
BN ocal router
N - I inbound tunnel

-}- outbound tunnel
B  intertunnel communication Dave
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must be set up
1n advance



both sides



IPsecC



structurally
cleaner



very complex



(see separate
Ipsec lecture)



OpenVPN



non-standard
protocol



should be
avolded



security
concerns



standards
interoperability



however



easy TO setT up



endorsed by
experts



standards
interoperability



OpenVPN



network



stolen laptop
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TrueCrypt



E'Trueﬂrypt Volume Creation Wizard [g ' =

Encryption Options

—Encryption Algarithm -

1-"'-E5 - Test

FIPS-approved cipher (Rijndael, published in 1938) that may be
used by U.5. government departments and agencies to protect
classified information up to the Top Secret level, 256-bit key, 14
rounds, 128-bit block (AES-256, published in 2001). Mode of
operation is LEW.

Benchmark

—Hash Algorithm -

Whirlpoal -

Help < Prey Mext = I Cancel




non-standard



not 1n kernel



no other
imp lementation



dual-platform



dm-crypt/LUKS



1n kernel



FreeOTFE

http://www.freeotfe.org/


http://www.freeotfe.org/

FreeOTFE
File Miew Tools Help

= 3

Yalume

C:A T estvolume. vol

WDeviceHarddizk 1 \Fartition

2 drives mounted,



can read
dm-crypt/LUKS



FAT/NTFS



boot-time
whole-disk
encryption



dm-crypt/LUKS



/boot
unencrypted



/boot on
USB key



small gain



unfeasible for
servers



password?



password 1n
/boot file



vulnerable to
computer
selzure



password on
USB key



enter password
at boot



neither
works fTor
server hosts



need
unattended
reboots



Mandos



glves
passwords to
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uses TLS



all hosts run
Mandos queryer



host Kkey
stored 1n
/boot



one host runs
Mandos
responder



host down
too long?



host gets no
password



unattended
reboots



security from
server selizure



some security









